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HUYEN TUY PHUOC Déc 1ap - Tw do - Hanh phuc
Sb: 127 /IKH-UBND Tuy Phutde, ngay 03 thang 07 nim 2024
KE HOACH

Tuyén truyén, phd bién, gido duc phap luit vé an toan thong tin, an ninh
mang va phong, chong t¢i pham trén khong gian mang

Thue hién Ké hoach s6 1761/KH-TBCP- CAT ngay 16/5/2024 cua Tiéu Ban
chi dao an toan, an ninh mang tinh Binh Dinh vé viéc tuyén truyen pho bién, gido
duc phap luat vé an toan thong tin, an ninh mang va phong chbng toi pham trén
khong gian mang, UBND huyén Tuy Phudc xdy dung Ké hoach tuyén truyén, pho
bién, gido dyuc phap luat vé an toan thong tin, an ninh mang va phong, chong ti pham
trén khong gian mang, cu thé nhu sau:

I. MUC PICH, YEU CAU

- Tang cuong sy lanh dao cua cac cap iy Pang, chinh quyén; nang cao trach
nhiém, sy vao cugc cua cac cap, cac nganh, t6 chirc chinh tri — x4 hoi, doanh nghiép;
phat huy strc manh tong hop ctia ca hé thdng chinh tri va toan dan trong tuyén truyen
dau tranh phong, chdng toi pham trén khong gian mang, tao thanh cac chién dich
tuyén truyén sau rong trong Nhan dan.

- Nang cao nhan thirc cho cén bd, cong chirc, vién chuc, lyc lugng vii trang va
quan chung Nhan dan kién thire phap ludt vé an toan, an ninh mang, phuong thirc, thu
doan va cac k¥ ning nhan biét, phong ngira hoat dong toi pham trén khong gian
mang; huy dong dugc can bo, cong chirc, vién chirc, quan chiung Nhan dan tich cuc
tham gia phong, chéng toi pham trén khong gian mang.

- Cong tac tuyén truyen duoc tién hanh bang nhiéu hinh thic linh hoat, sing
tao, phu hop, hiéu qua gan véi cong tdc bdo ddm an ninh mang va phong, chong to1
pham st dung cong nghé cao (ANM&PCTPSDCNC). Noi dung tuyén truyén phai
lién tuc d6i méi, da dang, bam sat thyc té, kip thoi truyén tai, thong tin cho nguoi dan
vé cac phuong thirc, thi doan toi pham trén khong gian mang.

- Viéc trién khai thuc hién Ké hoach dam bao thiét thyc, hiéu qua, phu hop véi
chirc nang, nhiém vy cua timg co quan, ban, nganh, dia phuong, tao sy lan toa sau
rong trong xa hoi; dong thoi, thyuc hién nghiém Nghi dinh s6 42/2022/ND-CP ngay
24/6/2022 ctia Chinh pht quy dinh vé viéc cung cip thong tin va dich vu cong truc
tuyén cua co quan Nha nude trén moi truong mang trong viéc cung cap thong tin, tai
liéu vé tinh hinh coéng tac phong, chéng toi pham trén khong gian mang phuc vu
tuyén truyén.

II. NOI DUNG THUC HIEN
1. Pham vi, d6i twong
- Pham vi: Tuyén truyén trén toan huyén.

- Doi tuong: Cén bd, dang vién, cong chiic, vién chirc, hoc sinh, sinh vién,
nguoi lao dong, luc lugng vii trang va quan chiing Nhan dan trén dia ban huyén.



2. Noi dung tuyén truyén

- Cac quy dinh cua phap lut vé cong tic dam bao An toan théng tin, an ninh
mang, bao v¢ bi mat nha nudc trén khong gian mang, bao v¢ dir li¢u ca nhan, phong,
chéng toi pham st dung cong nghé cao dé lira ddo chiém doat tai san trén khong gian
mang, nhu: Luat Hinh su, Luat An toan thong tin mang, Luat An ninh mang, cac
Nghi dinh: Nghi dinh 53/2022/ND-CP ngay 15/8/2022 cua Chinh phu quy dinh chi
tiét mot sd diéu cua Ludt An ninh mang, Nghi dinh s6 13/2023/ND-CP ngay
17/4/2023 ctia Chinh phu vé bao vé dit liu ca nhan, Chi thi sé 02/CT-TTg ngay
04/7/2018, Chi thi s 14/CT-TTg ngay 25/5/2018 ctia Thi tuéng Chinh phtl vé cong
tac bao vé bi mat nha nudc trén khong gian mang va nang cao ning lyc phong, chong
phan mém doc hai, ...

- Nhitng phuong thirc, tha doan, dic diém nhan biét va cach phong tranh ddi
v0i loai t01 pham lura dao chiém doat tai san trén khong gian mang. Trong do, tap
trung tuyén truyén vé: WThu doan goi dién gia danh can bd Nha nude dé lira dao
chiém doat tai san; ®Thu doan loi dung 10ong tham cua cac ca nhén thong bao trang
thuong lon dé chiém doat thong tin ca nhan, tai khoan ngan hang, yéu cau chuyén
tién; G Thu doan chiém quyén st dung tai khoan (mang xa hoi Facebook, Zalo,...),
1ap tai khoan mao danh ngudi khac, tuyén cong tac vién 1am viéc online, tha doan loi
dung cong ngh¢ Deepfake lam gia cudc goi video,. . dé thuc hién hanh vi Iira déo
chiém doat tai san. Trong d6, trong tAm tuyén truyen theo khau hiéu “4 khéng', 2
pha°2”

- Tam quan trong ctia viéc bao vé cac thong tin dit liéu c4 nhan; ning cao ¥
thirc canh giac trong viéc cung cp cac thong tin c nhan cling nhu viée xac thuc con
nguoi trude khi thyc hién cac giao dich trén moi trudng mang, nhat 13 hoat dong
chuyén tién bang hinh thtc internet banking; hau qua, tac hai cua viéc: ban, cho thug,
cho muon tai khoan ngén hang, dé cac d6i tuong xau su dung tai khoan ngan hang
cuia minh phuc vu vi¢c chuyen, nhan tién, 1am dau ra cho tai san chiém doat duoc.

- Két qua cong tac phong ngira, phat hién, dau tranh, ngin chin cua luc luong
chtrc nang vo1 td1 pham mang, tdi pham st dung cong nghé¢ cao dé lra dao, chiém
doat tai san trén khong gian mang.

3. Hinh thirc tuyén truyén

Phdi hop thdng nhat, chit ché giira cac co quan, ban, nganh, doan thé, sir dung
t6i da céc _phuong tién, diéu kién thong tin tuyén truyén hién c6 va cac hinh thirc
tuyén truyén truyén thong, nghién ctru, ap dung cac hinh thtrc, phuwong phap, phuong

! «4 khong” Ia 1)Khong s¢: khong hoang s¢ khi nhan dugc dién thoai, tin nhin, cac thong tin ma ngudi la mat giri dén
¢6 noi dung x4u lién quan dén c4 nhan va nguoi than; @ )Khong tham: khi c6 nguoi la goi dién hodc gui tin nhén thong
bao dugc trung thuong hodc nhan dugce khoan tién 16n khong rd nguon gdc thi khong dugc tin 11 cac ddi twong;
Khong két ban véi nguoi la: khi c6 nguoi la mit trén mang xa hoi két ban lam quen khong 0 1a ai, myc dich thi
khong nén két ban, bat chuyén, nhat 1a khong dugc cung cap thong tin ca nhan dé (101 tugng co the loi dung; 4)Khong
lam: khi cac ca nhan khong quen biét yéu cau cung cap thong tin ca nhén hodc yéu cdu chuyén tién hay lam mot sb viéc
thi tuyét dbi khong duoc lam theo.
2 «2 phai” 1a: Wphaj thwdong xuyén cinh giac: chi dong bao mat cac thong tin cad nhan, nhét 13 cac thong t1n quan
trong nhu: Thong tin the can cudc cong dan; thong tin tai khoan ngén hang; thong tin tai khoan mang xa hoi.. @Phaj
tb giac ngay véi co quan phap luét khi cé nghi ngo: khi nhan dugc cac cude goi, tin nhin hodc cic ndi dung nghl ngo
1a hoat dong lira dédo hodc khong c6 co sé khang dinh ndi dung thi cac ca nhan phai bdo ngay cho co quan phap ludt (co
quan Cong an, chinh quyén dia phuong,...) & dwoc hudng dan xir 1y.
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tién thong tin tuyén truyén mdi, phong phu, da dang vé hinh thirc phu hop véi thuc té
cia don vi, dja phuong. Chu trong viéc phat huy vai trd cta ngudi co uy tin, dién
hinh tién tién trong cong tic tuyén truyén. cu thé:

- Tuyén truyén tryc tiép: T6 chirc hoi nghi tap huan, tuyén truyén hodc 16ng
ghép ndi dung trong cac hoi nghi, 16p hoc, trong cac budi sinh hoat cua co quan, don
Vi,... vé Chu truong, duong 161, chinh sach ctia Pang, phéap luat ciia Nha nudc vé cong
tac ddm bao An toan thong tin, an ninh mang, bao vé bi mat Nha nudc trén khong
gian mang, bao vé dit liéu ca nhan, phong, chong tdi pham st dung cong nghé cao dé
Itra dao chiém doat tai san trén kh()ng gian mang.

- Tuyén truyén trén mang vién thong, CNTT va trén khong gian mgng: Thuong
xuyén tong hop thong tin, xdy dung cac bai. viét, phong su ngan gon, d& hiéu,... van
dung cac ung dung dién tu, cac dich vu vién thong, CNTT (SMS Brandname), cac
trang mang x4 hoi (Fanpage, Zalo...), cac trang/cong thong tin dién tir,... nhanh chong
dua thong tin vé phuong thirc, thi doan cua cac dbi tugng, cac phuong phap phong,
chéng to1 pham mang, t01 pham ltra dao, chiém doat tai san trén khong gian mang
mot cach nhanh nhat dén cac ca nhan tham gia khong gian mang.

- Tuyén truyén qua phwong tién théng tin dai ching: Béo, dai truyén thanh —
truyén hinh cta dia phuong va luc lugng Coéng an nhan dan, hé théng phat thanh co
so dé dang tai, phat song cac tin, bai, phong su, video clip,...

- Tuyén truyén bang cdc hinh thirc ¢6 déng: T6 chirc v& khau hiéu, bang ron, to
roi ¢6 ndi dung phu hop véi timg doi tuwong; tao hinh anh tryc quan sinh dong dé
hiéu, d& nhan biét va dé ghi nhd, hudng téi dong dao ngudi dan, cac ca nhén it co
diéu kién tiép nhan thong tin bang cac hinh thiic khéc.

I11. TO CHUC THU'C HIEN

1. Cong an huyén

- Tham muu Huyén ty, UBND huyén chi dao cac co quan, ban, nganh, dia
phuong thuc hién c6 hiéu qua Ké hoach tuyén truyén phong, chéng hoat dong vi
pham phap luat trén khong gian mang trén dia ban huyén.

- Chi dao Cong an cac xa, thi tran tham muu cho UBND x4, thi tran tdng cuong
cong tac tuyén truyén nang cao nhan thirc, ¥ thirc canh giac ctia can bo, dang vién,
hoc sinh, quﬁn ching Nhan dan trong phong, chéng t01 pham mang, t01 pham Itra ddo,
chiém doat tai san trén khong gian mang.

- Chu tri, trién khai cac bién phap cong tac nham kip thoi phat hién, ngan chan,
dau tranh, xt 1y ddi véi cac hanh vi vi pham phap luat vé bao dam an toan, an ninh
mang. Quyét tim lam giam va tién t6i han ché thap nhat sd vu lién quan toi pham
mang, t01 pham ltra ddo, chiém doat tai san trén khong gian mang.

- Phéi hop véi cac co quan, don vi lién quan day manh tuyén truyén, van dong
can by, dang vién, cong chire, vién chure va cac tang 16p Nhan dan tich cyc tham gia
phong, chong t01 pham, t61 pham lura dao, chiém doat tai san trén khong gian mang.
Chu tri viée cung co, phat huy vai tro hoat dong cua cac md hinh quan chung bao v¢
an ninh, trat tw ¢ co s¢ trong cong tac tuyén truyén. T6 chirc so két, tong két cac mo
hinh, dién hinh tién tién; nhan rong cac mod hinh hay, hoat dong hi¢u qua.
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2. Pé nghi Ban Tuyén gido Huyén fly

- Chi dao hé théng tuyén gido cac cip to chirc tuyén truyen vé cong tac dau
tranh phong, chéng hoat dong sir dung khong glan mang tuyén truyén, xuyén tac tinh
hinh chinh tri, pha hoai tu tudng, pha hoai ndi b, chéng Dang, Nha nudc, dang tai
thong tin xau, doc, sai su that,...; tuyén truyén, canh bdo vé 4m muu, phuong thirc,
thu doan cua céc loai td1 pham tren khong gian mang.

- Tham muu Ban Chi dao 35 huyén chi dao T thu ky gitp viéc va hé théng
cong tac vién (CTV) cua Ban chi dao 35 huyén tham gia viét bai, chia sé thong tin
canh bao, hudng dan Nhan dan canh giac phong ngira, phat hién tdi pham trén khong
gian mang.

3. Phong Vian hoa va Thong tin huyén

- Tham muu, trlen khai viéc ap dung cac giai phap cong ngh¢ thong tin trong
cong tac tuyén truyén, phd bién, gido duc phap luat vé an toan thong tin, an ninh
mang, bao v¢ BMNN trén khong gian mang. Ph01 hop véi cac co quan, ban, nganh,
dia phuong trién khai cic ndi dung tuyén truyen cac quy dinh ctua phap luat trén linh
vuc an toan thong tin, an ninh mang, phong chéng cac hoat dong vi pham phap luat
trén khong gian mang.

- Huy dong cac phuong tién thong tin dai chiing, bao dai, cac Cong/trang thong
tin dién tir ding tai cac thong tin lién quan dén cong tac dam bao An toan thong tin,
an ninh mang, bao vé BMNN trén khong gian mang, bao v¢ dir liéu ca nhén, phong,
chéng t0i pham st dung cong ngh¢ cao; cac phuong thic thu doan lua dao, chiém
doat tai san cta cac doi tuong trén khong gian mang,...; két qua dAu tranh véi cac doi
tugng pham toi trén khong gian mang bang céac hinh thirc phu hop.

4. Phong Gido duc va Pao tao huyén

Tang cudng cong tac tuyén truyén, gidgo duc phap ludt vé an toan, an ninh
mang, quy tic ung XU trén khong gian mang, qua d6 nang cao nhan thirc cho can bo,
cong chuc, vién chure, hoc sinh, sinh vién vé Am muu phuong thire, tha doan cua td1
pham mang, cac di tugng c6 hoat dong lira dao, chiém doat tai san trén khong gian
mang; hudng dan gido vién, can b, hoc sinh, sinh vién xur 1y tinh huéng khi cac doi
tuong lién lac dén thyuc hién hanh vi lira déo.

5. Trung tim Vin hoa — Thong tin — Thé thao huyén

- Phéi hop voi cac co quan, ban, nganh, dia phuong nghién ctru dua cac ndi
dung phong, chong toi pham mang, t6i pham lira ddo, chiém doat tai san trén khong
gian mang vao cac chuong trinh van hod, van ngh¢; da dang hod hinh thirc tuyén
truyén nham dua cac noi dung can truyén tai di vao cudc song that dé hiéu, dé nho.

- Chi dao Dai truyen thanh huyén phéi hop voi Cong an huyén tang cuong
cong tac tuyén truyen dé ‘nguoi dan nam rd phuong thie, thu doan cac d6i tuong
thuong xuyén tién hanh dé Ira dao trén khong gian mang va phuong phép xir 1y tinh
huéng khi gip cac ddi twong trén.

6. UBND cic x4, thi tran

- Chu dong chi dao xay dung ké hoach va trién khai thuc hién & dia phuong
minh. Xac dinh cong tac tuyén truyén 1a cong tac quan trong, then chét trong nang
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cao nhan thic, ¥ thirc canh giac dé phong, chdng hoat dong vi pham phép luat trén
khong gian mang.

- Tang cuong cong tac tuyén truyén, nang cao nhan thirc cho can bo, dang vién,
cong chtrc, vién chirc, nguoi lao dong va cac ting 10p Nhan dan cac quy dinh ctia Nha
nuéc vé cong tic dam bao An toan thong tin, an ninh mang, bao vé BMNN trén
khong gian mang, bao vé dir liéu ca nhan, phong, chéng toi pham sir dung cong nghé
cao dé lira dao, chiém doat tai san trén khong gian mang; phuong thirc, thu doan cua
t01 pham mang, t6i pham st dung cong ngh¢ cao.

- Thuong xuyén da dang hoa céc hinh thirc tuyén truyén, trong d6 can chu ¥
dén cac truong hop it duoc tiép can thong tin, cac truong hop nhe da, ngudi co hoan
canh kho khan, ngudi co trinh d6 nhan thirc chua cao, . .. dé to chirc tuyén truyén. Chu
trong dén cac ca nhan la chirc sdc, chirc viéc, nguoi co uy tin trong cac ton giao,
nguodi ding dau to chirc, nguoi co anh huong dén nhiéu ngudi dé tuyén truyén mot
cach hi¢u qua.

IV. CHE PQ THONG TIN, BAO CAO

- Cin ctr noi dung ké hoach nay, cac co quan, ban, nganh, dia phuong nghiém
tac trién khai thuc hién. Pinh ky 06 thang (tl‘ll’O’C ngay 10/6), 01 nam (trwéc ngay
10/12) cac co quan, ban, nganh, dia phuong t6 chtrc danh gia va bao cao ket qua cong
tac tuyén truyén vé Cong an huyén Tuy Phudc (qua Poi An Ninh) dé tong hop, bao
c0 Tiéu ban Chi dao An toan, an ninh mang tinh Binh Pinh.

- Kinh phi thyc hién ké hoach tir ngudn kinh phi thuong xuyén va cac ngudn
kinh phi hop phap khac (n€u co) theo quy dinh cua phép luat.

- Giao Cong an huyén to chirc huéng dan, theo ddi, kiém tra, don déc cac co
quan, ban, nganh, dia phuong thuc hi¢n nghiém tic K& hoach nay; tham muu t6 chirc
so két, tong két thuc hién Ké hoach theo quy dinh.

Trong qua trinh trién khai néu c6 kho khin, vuéng mic dé nghi trao doi vé
Cong an huyén Tuy Phudc (qua Po6i An Ninh; dau méi lién hé: B/c Thuwong uy
Nguyén Thanh Pirc, SDT: 0389635245) dé tong hop, theo ddi, bao cao UBND huyén
chi dao, thuc hién.

Thu truéng cac co quan, don vi lién quan va dja phuong to chirc, trién khai
thuc hién./.

Noi nhdn:

- CT, cac PCT UBND huyén;

- Cong an huyén;

- Ban Tuyén gido huyén uy;

- Phong Vian hoa va thong tin huyén;

- Phong Gido duc va Pao tao huyén;

- Trung tim Vin hoa — thdng tin — thé thao huyén;
- UBND céc x4, thi trin;

-LDBVP, CVVP;

-Luu: VT,

o Nguyén Hung Tén
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